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Introduction

ABSTRACT:

Risk management was incorporated into
Brazilian Public Management in order to
strengthen governance and internal control
so that public policies are effective,
effective and efficient. The objective of this
work is to present the methodology for
implementing strategic risk management in
a public university in Brazil. The present
work described the adaptation of university
management practices to the need to
implement risk management as a necessary
support for institution's strategies. Its
implementation led to the dissemination of
discussions on Governance, having reached
the operational areas of the institution
responsible for critical work processes.

KEYWORDS: Risk
Governance; University.

management;

Risk management is something that goes back to the beginning and that is
present in the Bible in historical periods before Christ (AC). In a biblical passage, the
king of Egypt, upon hearing Joseph unveil his dreams about poverty and misery in his
country, decided to stock up on food for the lean times that the Egyptian people would
go through (Miller, 2017). How to explain this narrative with the lens of science
available today, if not for risk management?

Although they were present in antiquity, studies on corporate risk management

started in the 1990s, but took on greater prominence in 2000 after the countless




revista
O'bservatorio

e-ISSN n° 2447-4266
Vol. 6, n. 6, October-December. 2020

scandals
that occurred in large transnational corporations, in addition to the economic crisis of 2

008,which was motivated by inadequate corporate governance practices (Oliva, 2016).

In Brazil, this practice was initially adopted in the Brazilian army and aimed to improve
organizational performance in the strategic, operational, communication and
compliance areas of the actions implemented in the public management process.

These objectives are intertwined with good planning practices, which take into
account the strategic aspects of the organization and requires managers to have a
good knowledge of the internal and external environment. (Sousa F., 2018).

From the beginning of the Instrucdo Normativa Conjunta CGU/MP n° 1/2016
(Brasil. Presidéncia da Republica. Ministério do Planejamento, Orcamento e Gestédo e
Controladoria Geral da Unido, 2016), the development of risk management was
incorporated into Brazilian Public Management in order to strengthen governance,
especially internal control, to achieve the objectives and expected results and to reduce
agency conflicts during the execution of public policies.

Identifying the risks of an organization / institution means detecting the events
that have an influence on the achievement of institutional / organizational objectives,
whether events with negative effects on the institution (threats) or positive
(opportunities), allowing the institution / organization to develop a proactive attitude
in the search for solutions to reduce them (Jia, Huang, & Man Zhang , 2019).

Risk management, especially those that meet strategies, has taken centerstage
in the organizations for the countless cases in which large enterprises were surprised
by health crises and also by internal problems, associated with agency conflicts, which
caused a reduction in the assets of companies and forced them to promote good
governance practices. In this way, strategic risk management seeks to mitigate those
that directly affect the value of corporations, so that their assets are not devalued
(Frigo & Anderson, 2011).

The present article describes the adaptation of the management practices of a
university in face of the need to apply risk management as a necessary support for the
implementation of the adopted strategy and for monitoring the actions of its planning.

There are studies that deal with governance and risks in public universities (da
Costa, Leal, do Nascimento, de Mendonca, & Guerra, 2018; Heinz, Alves, Roratto, &
Dias, 2019; Lima , Souza, Zambra, & Silva, 2019; Sousa, Finati, Perez, & Duarte, 2018),

however, there are many gaps that must be filled, including the need to assess risks
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with the potential to compromise the institution's strategy. Thus, empirical studies on

the subject should be advanced, considering the particularities of University

Management. Heinz et al.

(2019)made a risk assessment of the budget execution of a public university and

observed that the main risks of this institution were associated with the low
qualification of the civil servants who worked in the purchasing sector.

In the last five years, public universities are facing resource contingency, more s
pecifically after the Emenda Constitucional (EC) n° 95/2016 (Brasil, 2016), known as
spending cap amendment. Budgetary resources have become increasingly scarce in the
face of an ever-increasing demand to ensure the maintenance of students with social
vulnerability in the university and maintain their infrastructure. In this sense, universities
must minimize the risks associated with this area with a view to promoting efficiency,
effectiveness and effectiveness in their final actions.

Unlike corporations, the governance established at the public university does
not aim to make a profit, so that it can minimize agency conflicts and implement good
practices that seek to serve the society in this relationship (Castro & Silva, 2017).
In this case, it should have strategies to be efficientand effective so it should be oriente
d to implement good governance practices, among which is the strategic management
of its risks.

The university is, by its nature, a diverse organization that offers several
inseparable services at the same time within a structure with little flexibility, which
requires a high level of specialization from the actors involved in both the academic
and administrative fields. (Matos, de Souza, da Silva, & Beck, 2019).

As a university that survives on public resources, it is subject to the rule of admi
nistrative law and the principles of public administration, being, at the same time,
monitored by the regulatory bodies of the Ministry of Education, which monitors its
performance through periodic evaluations of its undergraduate and graduate courses.
It is an institution that works fully tied to the rules and laws that govern public
governance (Brasil, 2016).

For having this characteristic,there are many risks involved in the management
of the public university, such as the dropout and retention of students, flunks, low
graduation rate, low scientific production, low quality indexes graduate and
undergraduate courses; as for those linked to the middle area, the risks arising from
inefficlent budget execution, asset management, technology and people must be

mitigated.
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As a public institution, it needs to be socially referenced and also capable of
transforming community spaces through the transfer of knowledge and technology
(Floriano, da Matta, Monteblanco, & Zuliani, 2019).

Considering the context in which it is inserted and the university's social
function, this work seeks to answer the following research problem:
How is strategic risk management done in a public university from the perspective of p
ublic governance?

In order to answer the problem, this article
aims to present the methodology for implementing strategic risk management develop
ed in a public university in Brazil.

The method used in the elaboration of the work was the case study, the only
one that proved to be the most appropriate to show how the risk management of this
institution that is located in the northern region of Brazil developed, with seven
university campuses located from north to south of the state. It has nearly twenty
thousand students regularly enrolled in undergraduate and graduate courses, and has
64 on-campus undergraduate courses and 41 graduate programs (master's and
doctorate) (Universidade Federal do Tocantins, 2020).

In addition, it is important to highlight that 83.7% of undergraduate students
have a family income per capita of up to 1.5 minimum wages, 25% do not have access
to the internet and more than 60% come from public schools and depend on public
healthcare (FONAPRACE, 2019). The data reveal that, in addition to the complexity that
is inherent in a university, the 21st century is an institution that must guarantee the
successful permanence of students, especially those who are more socially vulnerable.
Faced with such a challenge, it is understood that the university must be guided to
develop good governance practices to achieve its strategic objectives (Castro & Silva,
2017).

This article is structured in three parts, besides this introduction. The item that
deals with the literature review makes a discussion about governance and risk in public
management. In the sequence, the method used in the elaboration of the risk
management model that integrated the strategic actions to the university's operational

processes is presented, and finally, the final considerations.

LITERATURE REVIEW

The fiscal crisis in the 1980s demanded a new international economic and

political arrangement with the intention of making the State more eficient. In this
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context, it was sought to discuss tools that could boost the management of public
institutions, and the governance model took the lead by considering the mechanisms
of leadership, strategy and control put into practice to evaluate, direct and monitor the
performance of companies and government entities (Teixeira & Gomes, 2019).

Governance is concerned with how societies, governments and organizations
are managed and led, and it focuses on analyzing how and why systems of all types are
constituted and operated. The term governance is understood from a multidimensional
perspective because it has several meanings and a variety of elements and contexts
and dimensions and forms (Edwards, Halligan, Horrigan, & Nicoll, 2012; Teixeira &
Gomes, 2019).

This governance view means that the broader the understanding of how its
different aspects relate, the better we can understand and practice it, especially in the
public sector where relations between the State and citizens are always conflicting and
motivated by a rationality guided by the maximization of preferences, whose benefits
are given in the short term (Bevir, 2011).

Public governance establishes that the good practices instituted by the
institutions are those in which there is integration between all agents, from those who
define the strategy to those who execute the processes (Brasil, 2018a). In this context,
strategic risk management emerges, which is not an autonomous activity from the
main activities of the organization, but a necessary activity, and must be part of all

processes, from planning to operational (Jia, Huang, & Man Zhang , 2019).

Governance and strategic risk management

Sidorenko and Demidenko (2016) state that an issue that has become common
in recent years has been the impact of uncertain events that happen and affect the
business of corporations, since they can determine a change in the strategies of
organizations. There are governance instruments that seek to minimize uncertainty
through an assertive strategic management in which the risks commonly called black
swans are now less unexpected.

Among the governance instruments, risk management has a strategic bias and
causes organizations to anticipate problems through mitigating practices, the purpose
of which is the need to conduct a qualitative analysis that includes the survey of causes
and consequences of facts that can prevent the success of an action (Frigo & Anderson,
2011; Oliva, 2016).
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The great challenge of governance in public institutions is to determine how
much risk to accept in the pursuit of the fulfillment of its mission and institutional
objectives, since its purpose is to provide public services in the best possible way. Thus,
leaders are increasingly challenged with the expectation of identifying and addressing
uncertainties that few can predict and that can still be massively destructive or, on the
other hand, represent opportunities considered unique (Brasil, 2018a; Sidorenko &
Demidenko, 2016) .

In this direction the Tribunal de Contas da Unido (Brasil, 2018a) suggested that
public institutions should implement a governance model that brings together the
attributes of leadership, control and strategy in public management that point to the
need for instruments that monitor, improve and guide managers to mitigate intrinsic
and extrinsic risks to institution.

Risk is necessarily a potential event and therefore must be mitigated so that no
waste of effort and public resources occurs, which triggers consequences on which
contingency plans can be applied (Brasil, 2018a). According to Miller (2017), the risks
are not taken away, but they can be minimized and this, in itself, reinforces the need to
position its management as a central element in organizations.

The perception of risks as a potential situation must be concluded and this
requires the definition of treatment strategies that must be defined precisely in order
to avoid reaching the fact, since the consequences can compromise the achievement of
the objectives and the mission outlined for the corporation (Miller, 2017). Not only
does the idea that they should be managed individually thrive among the models
discussed in the literature and applied in management, but also the idea that
management consists of a portfolio of risks that surround the activities of an institution
(Miller, 2017; Oleskovicz, Oliva, & Pedroso, 2018).

Risk management has established itself as an increasingly referenced strategy
due to the support of the methodology of the Committee of Sponsoring Organizations
of the Treadway Commission (COSO), an American non-governmental institution that
emerged from the National Commission on Fraud in Financial Reporting in 1985. This
committee issued a reference model with the main objective of making a common
definition of internal controls so that all entities, regardless of their legal nature, size or
segment, could evaluate their control systems and seek to improve them.

In 2017, COSO made a new document available to society, describing the
essential components, principles and concepts of risk management for any type of

entity. This methodology proposed by the document aims to help the directors of the
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entities to work with the risks inherent to the achievement of their objectives
(Committee of Sponsoring Organizations of the Treadway Commission, 2017).

The document made by COSO (2004) presents a series of important benefits
provided by risk management, such as:

a) alignment between strategy and risk appetite - this alignment defines
the institution's acceptable level of risk when evaluating strategic alternatives;

b) improving risk response decisions - the management of instruments to
identify and select alternatives for the treatment of risks - prevention, reduction,
sharing and acceptance;

Q) reduction of surprises and operational losses - institutions expand their
capacity to identify potential events and establish responses, reducing surprises in the
losses and costs associated with them;

d) identification and management of multiple risks between institutions -
management facilitates the effective response to interrelated impacts and integrates
responses to multiple risks that affect different parts of the institution;

e) seize opportunities when mapping a variety of potential events,
management allows to identify opportunities in advance; and

f) improve capital allocation - obtaining robust risk information allows
management to effectively assess investment needs.

Currently, risk management is on the corporate agenda of all organizations,
regardless of whether they are public or private, since it has increased the susceptibility
of institutions to unexpected changes that happen due to the virtuality and
instantaneousness of information (Sidorenko & Demidenko, 2016).

In addition to these benefits, it is important to highlight the importance of risk
management for the management of public organizations in order to deliver goods
and services with public value to society. Universities are dynamic and constantly
changing entities, so the objective of risk management in these institutions is to
promote planning to avoid deviations in the achievement of objectives. After
identifying and analyzing risks, institutions can better assess the necessary steps to be
taken to mitigate them in order to ensure compliance with the institution's macro

objective (Lima, Souza, Zambra, & Silva, 2019).

Steps for implementing Risk Management
For the risk management process, it is necessary to establish a series of

coordinated activities for the implementation of this management instrument. These
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steps, as recommended by the presented literature, are: Establishment of the Context,
Identification of Risks, Analysis of Risks, Assessment of Risks and Treatment of Risks
(Associacao Brasileira de Normas Técnicas, 2009).

Setting the context

By establishing the context, the organization articulates its objectives,  defines
the external and internal, cultural, social, political, legal, regulatory, financial,
technological and economic parameters to be taken into account.

Understanding the external context is important to ensure that the objectives
and concerns of external stakeholders are considered. The risk management process
must be aligned with the institution's culture, processes, structure and strategy, thus,
the internal context impacts its management (Associacao Brasileira de Normas
Técnicas, 2009).

Strategic objectives are generally global and broad in the organization,
generally defined for the medium and long term (Silva, 2015).

Risk identification

The institution first needs to identify the sources of risk, areas of impacts and
their potential causes and consequences. The purpose of this step is to generate a
comprehensive list of risks that can increase, avoid, reduce, accelerate or delay the
achievement of objectives. Identification should include all risks, whether their sources
are under the control of the organization or not, even if the sources or causes of the
risks may not be evident. People with adequate knowledge should be involved in
identifying risks (Associagao Brasileira de Normas Técnicas, 2009).

The identification of risks is the second phase of the process, being the most
critical, since the entire subsequent process will be conducted based on the events
identified in this phase, which can have two origins: internal to the institution and
external to it. Institutional action in events of internal origin has more influence, being
easier to be mitigated. The construction of contingency plans for events of external
origin leads to minimize the impacts caused by these risks (Silva, 2015).

The identification of the owners of the risks consists in assigning the
responsibility for establishing risk management and action plans to a unit. (Silva, 2015).

Risk Analysis

Risk analysis involves developing your understanding, providing an input for
your assessment, which, in turn, provides an input for decision making. Risk analysis
involves assessing the causes and sources of risk, the likelihood that these

consequences may occur, and their impact, if they occur. Depending on the
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circumstances, the analysis can be qualitative, semi-quantitative or quantitative, or their
combination (Associacdo Brasileira de Normas Técnicas, 2009).

The risk analysis stage, according to Silva (2015), determines the degree of risk
of a given event in relation to the variables probability of the event occurring and the
impact of the event, if it occurs. This analysis can be done using 3 x 3 or 5 x 5
mathematical matrices.

Risk Assessment

The purpose of the risk assessment is necessary to determine which risks need
treatment and the priority for implementing the treatment. The risk assessment seeks
to compare the risk level of the analyzed event with the criteria defined in the Risk
Management policy (Associacdo Brasileira de Normas Técnicas, 2009).

Risk treatment

Once risk events are identified and analyzed, the next step requires the
identification of risk responses. Risk assessment can also lead to a decision not to treat
the risk, that is, accept the risk, this decision being influenced by the attitude towards
the risk (Associacdo Brasileira de Normas Técnicas, 2009).

Establishing Action Plans

Action plans are measures adopted by management with the objective of
mitigating risks, reducing the possibility of occurrence or the impact of the event, if it
occurs. The action plans do not translate into traditional control activities, such as
segregation of duties, limits of responsibility, but into actions established by the
manager to deal with risks. An action plan will only mitigate the risk if it has been
effective (Silva, 2015).

RISK MANAGEMENT METHODOLOGY IN THE INSTITUTION

The implementation of Risk Management at this university took place in 2016 as
an initiative to create an institutional monitoring culture and produce relevant
information to assist senior management in the decision-making process.

The institution's need was to develop a Risk Management methodology that
would promote the alignment of the institution's strategy at the strategic, tactical and
operational levels.

The development of this policy took place, through the Pro-Reitoria de
Avaliagdo e Planejamento, an advisory agency responsible for the preparation of
institutional planning, budget proposals, distribution and execution of the budget, and

administrative modernization initiatives.In addition to this agency, the internal audit
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sector assumes a fundamental role in this process and aims to ensure compliance and
guide managers towards ensuring that the institution fulfills its role, considering the
new public administration framework that highlights the need to have efficient,
effective and effective policies aimed at serving citizens (BRASIL, 2017).

The risk assessment process was developed in seven steps:
Step 1 - Establishing an appropriate risk management environment

Regarding the context establishment phase, Portaria-SEGECEX n°® 2 (Brasil,
2018a) points out as necessary items for this phase:

a) a concise description of key objectives and critical factors for success (or
critical factors for success) and an analysis of factors in the internal and external
environment, such as, for example, SWOT analysis; and;

b) analysis of stakeholders and their interests, such as RECI analysis, matrix of
responsibilities.

These points were constructed and are present in the institution's Strategic
Planning, a basic document for the construction of the internal and external scenarios,
which provided elements to establish the mission, the vision of the future and the
values of the university and also for the construction of the tactical actions presented.
in the matrix of the Institutional Development Plan.

It is important to highlight that the methodology for the construction of its
Strategic Planning followed a logical sequence of well-defined activities, planning
meetings and interviews with the external community. The meetings were held on all
campuses in thematic seminars and planning workshops, using some participatory
planning techniques in order to know the reality of each campus and, thus, together,
build the university's strategic planning. The interviews were conducted in the cities
where the campuses are located, with a total of 58, with people from different social
locations, like politicians, authorities, journalists, religious, community leaders, student
leaders, doctors etc (Universidade Federal do Tocantins, 2014).

The activities carried out on each campus were conducted by a planning
committee for each unit, with advice from the central planning committee. The result
was a diagnosis that portrayed the most relevant points in the internal and external

environment, captured and systematized through the SWOT matrix.

Step 2 - definition, articulation of objectives
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The diagnosis made on each campus defined the existing reality and, through it,
it was possible to build a situational map. The analysis of the internal and external
scenario provided elements to establish a mission, a vision of the future and the values
of the institution and for tactical actions in the matrix of the Institutional Development
Plan (PDI). Based on the definition of the institutional mission, the institution's five
strategic objectives were defined. In carrying out the PDI, efforts were made to align
the actions of the provost's offices with the needs of each campus and, thus, work in an
articulated manner to fulfill the institutional mission. In the construction of the PDI, we
sought to materialize as goals in actions to be achieved by the pro-rectories,
establishing an execution schedule, indicators for follow-up and monitoring. Thus, it
was possible to visualize the unfolding of the strategy defined by the academic

community (Universidade Federal do Tocantins, 2016).
Step 3 - Risk identification

The identification of risks is made based on the strategic objectives of the
institution (Miller, 2017). At the institution, this step was taken based on a risk mapping
done by the University of Brasilia, which identified 64 risk elements (Universidade
Federal do Tocantins, 2016). These elements were analyzed in order to identify the
factors that could impact the achievement of the five strategic objectives of the
institution. Of the sixty-four elements, 43 were identified, which had a direct impact on
the achievement of strategic objectives (Universidade Federal do Tocantins, 2016).

In this stage, the management units that could hold strategic risks (owners of
risks) and their responsibilities were also defined. The responsibilities defined for the

units are:

| Ensure that the risk is managed in accordance with the risk
management policy;

[l - Monitor the risk over time, in order to ensure that the
adopted responses result in maintaining the risk at adequate
levels,

[l - Ensure that adequate information on risk is available at all
levels of the Institution;

IV - Communicate about situations that involve risk; and

V. Apply necessary mitigation measures. (Universidade Federal
do Tocantins, 2019):

The identification of operational risks was made by mapping risk events in the
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stages of the mapped work processes, based on the institutional competencies of each
Management Unit.

The operational risks identified were attributed to a person at the institution,
called “process manager”, who was responsible for ensuring that they were managed
and monitored properly. For such operationalization, this manager must have the
necessary and sufficient authority to proceed with the monitoring and control,
recording each action in a specific document.

In order to carry out this activity, the manager must make the choice of work
processes that must have the risks managed and treated with priority in each technical
area, considering the dimension of the losses they may cause, contributing to the
identification and assessment of risks related to the processes work under your

responsibility.
Step 4 - Risk analysis

This analysis was made using the Probability and Impact Matrix tool, which
presents the combination of probability and impact related to risks. These two variables

were assessed using a scale of 1 to 5 points (Table 1).

Table 1
Probability scale for strategic risks

Probability of Occurrence
5 — The event can dramatically increase its frequency presented in the past
4 — The event can increase the frequency presented in the past.
3 — The event can maintain its frequency presented in the past.
2 - The event can undergo slight variations in its frequency presented in the
past.
1 — The event can reduce its frequency presented in the past
0 — The event can drastically reduce its frequency presented in the past
Note. Source: Adapted from “Metodologia de Gestdo de Riscos Resultados Alcangados e
Defini¢des para a Proxima Fase. Brasil. Controladoria Geral da Unido, 2017".

The impact on strategic risks (Table 2) was assessed using three different

identifiers - management effort, strategy and hierarchical intervention.

Table 2
Assessment of the impact of strategic risks
Management Effort Strategy Hierarchical Intervention
5 - Event with the potential to 5 - It impairs the scope of 5 - It would require the
cause the university to collapse.  the university's mission. intervention of the rector.
4 - Critical event, but with 4 = Impairs the 4 - It would require the

proper management it can be achievement of the intervention of the dean or




supported.

3 - Significant event that can be
managed under normal
circumstances.

2 - Event that consequences can
be  absorbed, but  lack
management effort to minimize
the impact.

1 - Event that impact can be
absorbed  through  normal
activities.

0 - Event with no impact on
management.

revista
O'bservatorio

e-ISSN n° 2447-4266

Vol. 6, n. 6, October-December. 2020

associated
objective.

strategic

3 - Damages the fulfillment
of the objectives of the
Strategic Guideline of the
PDI.

2 - It jeopardizes the
achievement of the goals of
the Annual Work Plan.

1 - Little impact on the
goals of the Annual Work
Plan

0 - No impact on the goals
of the Annual Work Plan

superintendent

3 - It would require the
intervention of the area or
campus director.

2 - It would require the
intervention of the area
coordinator.

1 - It would require the
intervention of the
responsible of the area.

0 - It would be achieved in
the normal operation of the
activity.

Note. Source: Adapted from “Metodologia de Gestdo de Riscos Resultados Alcangados e
Defini¢des para a Proxima Fase. Brasil. Controladoria Geral da Unido, 2017".

Tables 3 and 4 show scales that show the probability used in the assessment of

operational risks assessed under two different identifiers - history and control

mechanisms - and also the impact scale for the assessment of operational risks.

Table 3

Probability scale in the assessment of operational risks

Historic

Control Mechanisms

5 - By analyzing the history, the event must

occur in more than 80% of the cases in the

process.
4 -

cases in the process.
3 -

cases in the process.
2 -

cases in the process.

1 - By analyzing the history, the event must
materialize in less than 20% of the cases in

the process.

0 - By analyzing the history, the event did

not materialize

By analyzing the history, the event
should occur between 60% to 80% of the

By analyzing the history, the event
should occur between 40% to 60% of the

By analyzing the history, the event
should occur in a maximum of 20% of the

5 - Absence of implemented controls.

4 - Controls partially implemented, but with
high inefficiency, resulting in failure to achieve

the objectives of the process.

3 - Controls partially implemented with partial
results to achieve the objectives.

2 - Controls implemented with good results to
achieve the objectives.

1 - Controls implemented with good results to
achieve the objectives, with the possibility of

occurring in exceptional circumstances.

0 - Controls implemented with good results to

achieve the objectives, with no possibility of

occurrence.

Note. Source: Adapted from “Metodologia de Gestdo de Riscos Resultados Alcangados e
Defini¢des para a Proxima Fase. Brasil. Controladoria Geral da Unido, 2017".

Table 4

Impact scale for the assessment of operational risks

Impact on the Process

5 - Prevents the achievement of the objective of the associated process; and / or causes
multiple non-compliance with current legislation; and / or leads to the manager being held
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responsible for a high degree of improbity.
4 - It makes it difficult to achieve the objective of the associated process; and / or causes a
large amount of non-compliance with current legislation; and / or leads to the manager's
responsibility for act of improbity in medium degree.
3 - Does not compromise the achievement of the objective of the associated process; and /
or causes an average amount of non-compliance with current legislation; and / or leads to
the manager being held responsible for a low degree of improbity.
2 - Does not compromise the achievement of the objective of the associated process; and /
or causes a small amount of non-compliance with current legislation; and / or does not take
the manager's responsibility for an act of improbity.
1 - Does not compromise the achievement of the objective of the associated process; and /
or causes an insignificant amount of non-compliance with current legislation; and / or does
not take the manager's responsibility for an act of improbity.
0 - Does not impact the achievement of the objective of the associated process.
Note. Source: Adapted from “Metodologia de Gestdo de Riscos Resultados Alcancados e
Defini¢des para a Proxima Fase. Brasil. Controladoria Geral da Unido, 2017".

Step 5 - Risk assessment

After measuring the probability and impact aspects, the risks were classified
into three categories: green risk, from 1 to 8 points; yellow risk, 9 to 17; and red risk,
from 18 to 25 points (Table).

Table 5
Risk Matrix
Impact Probability
High 5
4
Mediu 3
m
2
Low 1
1 2 3 4 5
Low Medium High

Note. Source: “Resolucdo n° 09, de 21 de agosto de 2019. Dispbe sobre a governanca
no ambito da UFT, Universidade Federal do Tocantins, 2019".

The prioritization of risks was carried out according to the level: the color red
represents the risk that should receive special attention and color green, the risk of less

relevance.
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In relation to strategic risks, they were collected and observed by applying
questionnaires to Pro-Rectors, Directors, Superintendents, University Campus Directors
and the Audit Team.

In relation to operational risks, they were assessed by the Unit Manager to
whom the process is linked. Processes managers are considered heads of
administrative units responsible for work processes, developed at the tactical and
operational level, comprising Directors of Pro-Rectories, Superintendencies and the

City Hall of the University.
Step 6 - Selecting risk responses and identifying risk appetite

After assessing the managers' perception of institutional risks, it was necessary
to select risk treatment options, which include avoiding, reducing / mitigating, sharing

/ transferring and accepting / tolerating risk:

a) avoiding risk is the decision not to initiate or discontinue the activity or

dispose of the object subject to the risk;

b) reducing or mitigating the risk consists of taking measures to reduce the
likelihood or the consequence of the risks or even both. The procedures that

an organization establishes to deal with risks are called control activities;

c) sharing or transferring the risk is the special case of mitigating the
consequence and / or probability of the risk occurring by transferring or
sharing a part of the risk, by contracting insurance or outsourcing activities

over which the organization does not has enough dominance; and

d) accepting or tolerating the risk is deliberately not taking any measures to
change the likelthood or the consequence of the risk. This treatment refers
to the institution's risk appetite, a term that refers to the level of risk that the

institution is willing to accept.

The risk matrix is divided into colors and each region is associated with a
general orientation regarding the treatment or acceptance of the risks that are located
in it (Table 6).

Table 6
Risk treatment guidelines

Risk Level Treatment Guidelines
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Red Risk level well beyond risk appetite. Any risk at this level must have a
mitigation action included in the Annual Work Plan, being treated with
priority in the allocation of resources. For risks at this level, action at the
operational level is also considered necessary, with the establishment of
internal controls in the work processes to reduce the occurrence and
impact.

Yellow Risk level beyond risk appetite. Any risk at this level must have a mitigation
action included in the Annual Work Plan. It will be treated with priority in
the allocation of resources, when it is directly related to the Academic
Policy Axis.

At this level, high impact risks with a low probability of occurring, it is
understood as necessary to adopt a contingency plan if the risk
materializes.

For risks at this level that are highly likely to occur, action at the operational
level is understood as necessary, with the establishment of internal controls
to reduce the occurrence.

Green Level of risk within risk appetite. No special measures will be taken,
however, it requires monitoring and attention activities from the unit to
maintain the risk at this level, or to reduce it, without additional costs.

Note. Source: “"Resolucdo n° 09, de 21 de agosto de 2019. Dispde sobre a governanca no ambito
da UFT, Universidade Federal do Tocantins, 2019".

For red and yellow risks that require action at the operational level, the
identification, analysis and evaluation of operational risks will be carried out, risks that
will be identified in the work processes. As a way of dealing with these risks, controls
will be defined to offer safety and efficiency to the process. Consequently, the actions
carried out at the strategic and operational level will be integrated in order to mitigate

institutional risks more efficiently.

Step 7 - Establishing Action Plans

After this work, a matrix was built jointly with the pro-rectories containing the
risks and mitigation actions. For this, the risks that presented "high, medium" results in
the variables "impact" and "probability" were selected and suggested mitigation
actions activities that could significantly impact one of the two variables.

The institution requested that administrative units prepare action plans in order
to monitor how risks would be mitigated and controlled.
The institution's governance committee was charged with discussing and

analyzing the effects of the actions undertaken by the units that proposed them.

FINAL CONSIDERATIONS
The methodology presented in this article is relevant in the risk measurement

and control process as it allows the institution to keep its strategy aligned with
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organizational processes, as highlighted by the literature (Brasil, 2018a; Committee of

Sponsoring Organizations of The Treadway Commission, 2004; Committee of

Sponsoring Organizations of the Treadway Commission, 2017; Frigo & Anderson, 2011;
Oliva, 2016).

The implementation of the Risk Management culture with the involvement of
the strategic and operational levels of the institution provides a reflection on the
difficulties in carrying out the actions, the consequences of these events and, most
importantly, the form of institutional action to reduce their effects.

The purpose of this article is to present the methodology for implementing
strategic risk management in a public university in Brazil. After going through the steps
of its implementation, a matrix was created in which the risks were classified in red,
yellow and green.

For each classification adopted, a form of treatment was defined, in which red
risks will have a treatment that includes actions at the strategic plan (adoption of an
action plan) and at the operational level (implementation of controls in the work
processes). Yellow risks will only be dealt with the strategic level so as not to overload
internal controls and, finally, green risks were defined within the institution's risk
appetite.

After this phase was over, it was noted that the implementation of action plans
in cases where the matrix pointed out as a red risk was strengthened with the definition
of controls in critical processes, expanding the reach of the institution's strategic
objectives.

The integration of strategic and operational risks enabled a more adequate
perception in terms of the cost-benefit ratio of internal controls, contributing to the
optimization of the use of available resources for the implementation of controls in
organizational processes. This occurs as the manager can view the institution's critical
processes, thus being able to reduce the controls made on non-critical processes for
the institution to apply them to critical processes that need improvement.

The proposed model, in addition to being a way of risk management, aims to
be a support system for the governance of the institution, as it will simplify the practice
of evaluating, directing and monitoring the performance of management, as directed
by the Controladoria Geral da Unido (Brasil, 2018a).

The literature points out (Committee of Sponsoring Organizations of The
Treadway Commission, 2004; Committee of Sponsoring Organizations of the Treadway

Commission, 2017; Edwards, Halligan, Horrigan, & Nicoll, 2012; Jia, Huang, & Man
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Zhang , 2019) that governance and risk management cannot be viewed as autonomous
activities, unrelated to the others activities and processes of the institution, they need
to be systemic. Therefore, the participation of technicians and the support of the
institution's top management were essential. In the researched institution, a
governance committee was created, which played a fundamental role in the
dissemination of the governance culture in the institution.

The implementation of Risk Management at the institution led to the
dissemination of discussions on governance, which went beyond what was previously
restricted to higher management, reaching the institution's employees responsible for
critical work processes. As a limitation of this work, there is an absence of the
perception of managers and civil servants about this process, recommending that an
analysis of the effects of Risk Management be made in view of the achievement of

institutional objectives.




revista
O'bservatorio

e-ISSN n° 2447-4266
Vol. 6, n. 6, October-December. 2020

REFERENCES

Associacao Brasileira de Normas Técnicas. (2009). ABNT, NBRISO. 31000:2009. Gestio
de riscos—principios e diretrizes (12 ed.). Rio de Janeiro, RJ, Brasil: ABNT.

Bevir, M. (Junho de 2011). Governanca democratica: uma genealogia. Revista de
Sociologia e Politica, 1939), 103-114. Acesso em 18 de Julho de 2020, disponivel
em https://revistas.ufpr.br/rsp/article/view/311688/20208

Brasil. Controladoria Geral da Unido. (2017). Metodologia de Gestdo de Riscos
Resultados Alcancados e Defini¢cbes para a Proxima Fase. Acesso em 15 de Junho
de 2020, disponivel em
https://repositorio.cgu.gov.br/bitstream/1/41837/8/Apresentacao_consolidada_par
a_orgaos_e_entidades.pdf

Brasil. Presidéncia da Republica. Casa Civil, Subchefia para Assuntos Juridicos. (15 de
Dezembro de 2016). Emenda Constitucional n® 95, de 15 de dezembro de 2016.
Altera o Ato das Disposi¢des Constitucionais Transitérias, para instituir o Novo
Regime Fiscal, e da outras providéncias. Brasilia, DF. Acesso em 19 de Maio de
2020, disponivel em http://www.planalto.gov.br/ccivil_03/constituicao/
emendas/emc/emc95.htm/

Brasil. Presidéncia da Republica. Ministério do Planejamento, Orcamento e Gestao e
Controladoria Geral da Unido. (11 de Maio de 2016). Instru¢cao Normativa Conjunta
n°® 01, de 10 de maio de 2016. Disp&e sobre controles internos, gestao de riscos e
governanca no ambito do Poder Executivo federal. Secdo I, 89. Brasilia, DF: Diario
Oficinal da Unido.

Brasil. Tribunal de Contas da Unido. (2018b). Referencial basico de gestdo de riscos.
Brasilia, DF: Secretaria Geral de Controle Externo. Acesso em 31 de Agosto de
2020, disponivel em
https://portal.tcu.gov.br/lumis/portal/file/fileDownload.jsp?fileld=8A81881F6364D
8370163B1929CD82D2B

Brasil. Tribunal de Contas da Unido. Secretaria Geral de Controle Externo. (2018a).
Portaria SEGECEX N° 2, de 22 de janeiro de 2018. Aprova o documento “Roteiro de
Avaliacdo de Maturidade da Gestdo de Riscos”. BTCU Administrativo Especial.
Boletim do Tribunal de Contas da Unido, Ano 37, n 1. Brasilia, DF: Diario Eletrénico.
Acesso em 5 de Julho de 2020, disponivel em
https://portal.tcu.gov.br/lumis/portal/file/fileDownload.jsp?fileld
=8A8182A16023355901612E23301D47CE

Castro, C., & Silva, G. (2017). Boas praticas de governanga aplicadas ao setor publico:
uma andlise na prestacdo de contas de cinco universidades publicas federais. 38 n
17 Espacios. Acesso em 17 de Julho de 2020, disponivel em
https://www.revistaespacios.com/al7v38n17/al7v38n17p26.pdf

Committee of Sponsoring Organizations of The Treadway Commission. (2004). Il COSO,
Enterprise risk management-integrated framework. /. Committee of Sponsoring
Organizations of the Treadway Commission. Acesso em 20 de Junho de 2020,
disponivel em Disponivel em: https://scholar.google.com.br/scholar?hl=pt-




revista
O'bservatorio

e-ISSN n° 2447-4266
Vol. 6, n. 6, October-December. 2020

BR&assdt=0%2C58&qg=Enterprise+risk+ management-
integrated+framework.+8&btnG=

Committee of Sponsoring Organizations of the Treadway Commission. (2017). COSO -
Gerenciamento de Riscos Corporativos - Estrutura Integrada. (AUDIBRA, &
PricewaterhouseCoopers, Trads.) Brasil. Acesso em 13 de Junho de 2020, disponivel
em https://www.coso.org/Documents/COSO-ERM-Executive-Summary-
Portuguese.pdf

da Costa, A, Leal, A, do Nascimento, L, de Mendonga, C., & Guerra, L. (12 de
Novembro de 2018). Alinhamento da gestdo de processos com os mecanismos do
modelo de governanga publica do TCU: O estudo de caso em uma universidade
federal da Amazodnia Oriental. Revista do Servigo Publico, 69n 3), 741-772.

Edwards, M., Halligan, J., Horrigan, B., & Nicoll, G. (2012). Public sector governance in
Australia. ANU Press.

Floriano, M., da Matta, I, Monteblanco, F., & Zuliani, A. (2019). Extensdo universitaria e
desenvolvimento regional: uma discussdo pela perspectiva da comunidade. Revista
Interdisciplinar Cientifica Aplicada, 13(n 1), 22-44. Acesso em 24 de Julho de 2020,
disponivel em https://rica.unibes.com.br/rica/article/view/954

FONAPRACE. (2019). V Pesquisa Nacional de Perfil Socioecondmico e Cultural dos (as)
Graduandos (as) das IFES — 2018. Brasilia. Acesso em 1 de Julho de 2020, disponivel
em  http://www.andifes. org.br/  wp-content/uploads/2019/05/V-Pesquisa-
Nacional-de-Perfil-Socioecon%C3% B4mico-e-Cultural-dos-as-Graduandos-as-
das-IFES-2018.pdf

Frigo, M., & Anderson, R. (2011). Strategic risk management: A foundation for
improving enterprise risk management and governance. Journal of Corporate
Accounting & Finance, 22n. 23), 81-88.

Heinz, G., Alves, E., Roratto, R., & Dias, E. (2019). Riscos orcamentarios na administracao
universitaria: um estudo de caso no setor publico. Avaliagdo: Revista da Avaliacdo
da Educacao Superior (Campinas), 24(n 3), 699-721.

Jia, N., Huang, K.-L., & Man Zhang, C. (2019). Public governance, corporate governance,
and firm innovation: An examination of state-owned enterprises. Academy of
Management Journal, 62n 1), 220-247.

Lima, W., Souza, P., Zambra, E., & Silva, J. (2019). Fatores Criticos de Sucesso na Gestdo
Estratégica de Universidades Publicas Brasileiras. XX Cologuio Internacional de
Gestdo Universitaria. Acesso em 21 de Julho de 2020, disponivel em
https://repositorio.ufsc.br/handle/123456789/201723

Matos, R, de Souza, I, da Silva, F, & Beck, G. (2019). Gestao do planejamento e
acompanhamento de atividades docentes de uma universidade federal. Revista
Gestdo Universitaria na América Latina - GUAL, 12n 1), 118-137.

Miller, G. (2017). The law of governance, risk management, and compliance. Wolters
Kluwer Law & Business.




revista
O'bservatorio

e-ISSN n° 2447-4266
Vol. 6, n. 6, October-December. 2020

Oleskovicz , M. Oliva, F., & Pedroso, M. (2018). Gestao de riscos, governanga
corporativa e alinhamento estratégico: um estudo de caso. Revista Ibero-
Americana de Estratégia, 17, 18-31. Acesso em 20 de Marco de 2020, disponivel em
https://periodicos.uninove.br/index.php?journal=riae&page=article&op=view&pat
h% 5B%5D=10248

Oliva, F. (2016). A maturity model for enterprise risk management. /nternational Journal
of Production Economics, 173, 66-79.

Sidorenko, A., & Demidenko, E. (2016). Guide to effective risk management 3.0. RISK-
ACADEMY.

Silva, B. (2015). Proposta de modelo de gestdo de riscos para uma IFES visando a
realizacdo de auditoria baseada em riscos. Dissertacdo (Mestrado Profissional em
Gestdo de Processos Institucionais). Universidade Federal do Rio Grande do Norte.

Sousa, F. (2018). Gestdo de Riscos. Revista da SEF, 1, 8-18.

Sousa, M., Finati, C.,, Perez, M., & Duarte, K. (2018). Gestao de risco nas instituicdes
universitarias: uma analise comparativa da metodologia da controladoria geral da
Unido e do Ministério do Planejamento, Desenvolvimento e Gestdo. Anais - XVl
Coloquio Internacional de Gestdo Universitaria. Campus Florianopolis CSE (Centro
Socioecondmico) INPEAU (Instituto de Pesquisas e Estudos em Administracdo
Universitaria). Acesso em 5 de Julho de 2020, disponivel em
https://repositorio.ufsc.br/handle/ 123456789/190666

Teixeira, A, & Gomes, R. (2019). Governanca publica: uma revisao conceitual. Revista do
Servico Publico, 70(n 4), 519-550.

Universidade Federal do Tocantins. (2014). Resolucao n.° 27 de 24 de setembro de
2014. Disp&e sobre o Planejamento Estratégico 2014-2022 da Universidade Federal
do Tocantins. Acesso em 20 de Julho de 2020, disponivel em
https://docs.uft.edu.br/share/s/ IEdq3JCiRcedbs8lm2B-gg

Universidade Federal do Tocantins. (2016). Plano de Desenvolvimento Institucional --
PDI 2016-2020. Acesso em 20 de Jutlho de 2020, disponivel em
http://download.uft.edu. br/?d=81cdf71b-blbe-4e54-9dce-
2b52444fba9¢;1.0:PDI1%202016-2020.pdf

Universidade Federal do Tocantins. (2019). Resolugdo n° 09, de 21 de agosto de 2019.
Dispbe sobre a governanga no ambito da UFT. Acesso em 20 de Julho de 2020,
disponivel em https://docs.uft. edu.br/share/s/gWk4cc9ZSmWsS3pVnY1Wiw

Universidade Federal do Tocantins. (2020). Guia do Aluno. Acesso em 20 de Julho de
2020, disponivel em
https://ww2.uft.edu.br/?option=com_jalfresco&view=jalfresco&8Itemid=&id=
b715f407 -ce51-4084-9f9b-b7c66d24b38b&folder name=Guia%20do%20Aluno




RESUMO:

A gestdo de riscos foi incorporada a Gestdo
Piblica Brasileira com a finalidade de
fortalecer a governanca e o controle interno
para que as politicas publicas sejam efetivas,
eficazes e eficientes. O objetivo deste
trabalho é apresentar a metodologia de
implantacdo da gestdo estratégica de riscos
em uma universidade publica do Brasil. O
presente trabalho descreveu a

adaptagdo das praticas de gestdo da
universidade frente a necessidade de
implementacdo da gestdo de riscos como
suporte necessario para as estratégias da
instituicdo. Sua implantagdo propiciou
disseminacdo  das  discussdes  sobre
Governanga, tendo alcangado as areas
operacionais da instituicdo responsaveis
pelos processos criticos de trabalho.

PALAVRAS-CHAVES: Gestdo de risco;
Governanga; Universidade
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RESUMEN:

La gestion de riesgos se incorpor6 a la
Gestion Publica Brasilefa con el fin de
fortalecer la gobernabilidad y el control
interno para que las politicas publicas sean
efectivas, efectivas y eficientes. El objetivo
de este trabajo es presentar la metodologia
para la implementacién de la gestion
estratégica de riesgos en una universidad
publica de Brasil. El presente trabajo
describio la adecuacién de las practicas de
gestion universitaria a la necesidad de
implementar la gestion de riesgos como
soporte necesario para

estrategias de la  institucion.  Su
implementacion dio lugar a la difusion de
discusiones sobre Gobernanza, habiendo
llegado a las é&reas operativas de la
institucion responsables de los procesos
criticos de trabajo.

PALABRAS CLAVE: Gestion de riesgos;
Gobernancia; Universidad.




